
 

Cybersecurity program from DARPA
seeks to use AI to counter threats
LISA DAIGLE, ASSISTANT MANAGING EDITOR 
 

The Defense Advanced Research Projects Agency
(DARPA) launched a program it calls CASTLE [Cyber
Agents for Security Testing and Learning Environments]
that intends to counter advanced persistent cyberthreats
with a focus on technology that can accelerate
cybersecurity assessments with automated, repeatable,
and measurable approaches.
 

Read More +
 

 

 

Reducing SWaP in the field with a
USB-based hardware security module
DOMINIC PEREZ, CURTISS-WRIGHT
 

Digital keys are a core concept in establishing secure
networks, one as relevant in a data center application as
it is at the edge of the tactical battlefield. While
cryptography (crypto) uses both symmetric and
asymmetric keys for different functions, for this column
we’ll focus on asymmetric cryptography in which different
keys are used for locking and unlocking. 
 

Read More +
 

 

 

Network and comms contract worth
as much as $1.5 billion signed by
Lumen Technologies, DISA
LISA DAIGLE, ASSISTANT MANAGING EDITOR
 

Communciations and network provider Lumen
Technologies won a contract worth as much as $1.5
billion over 10 years from the U.S. Defense Information
Systems Agency (DISA) to provide essential network
transport and communications services in the U.S. Indo-
Pacific Command Area of Responsibility.
 

Read More +
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Cyber program from DARPA seeks to
harden software security
LISA DAIGLE, ASSISTANT MANAGING EDITOR 
 

The Defense Advanced Research Projects Agency
(DARPA) has launched what it calls the Hardening
Development Toolchains Against Emergent Execution
Engines (HARDEN) program, in which it chose teams to
create practical tools that will prevent exploitation of
integrated computing systems by disrupting the patterns
of exploits used by would-be cyber attackers and
depriving any attackers of emergent execution engines.
 

Read More +
 

 

 

Cybersecurity project for USAF
supply chain garners contract
extension
LISA DAIGLE, ASSISTANT MANAGING EDITOR 
 

Supply-chain security firm Anchore announced a tactical
funding award in the amount of $1.58 million, intended to
extend its Small Business Innovation Research (SBIR)
Phase II contract with the U.S. Air Force Platform One
(P1) program. 
 

Read More +
 

 

 

Cybersecurity for F-16s gets update,
orders
LISA DAIGLE, ASSISTANT MANAGING EDITOR
 

BAE Systems has released an updated version of a
computer-related maintenance capability that will reduce
vulnerability to cyberattacks for F-16 aircraft, and reports
that two countries are fielding the Viper Memory Loader
Verifier II (MLV II) via Foreign Military Sales for the F-16
Block 70/72 aircraft, ordering six systems with potential
follow-on for 15 additional systems.
 

Read More +
 

 

 

Military embedded systems market to
grow 56% in next 5 years: report
DAN TAYLOR, TECHNOLOGY EDITOR
 

The military embedded systems market will grow from
$1.6 billion in 2022 to $2.5 billion by 2027 for a
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compound annual growth rate (CAGR) of 9.6%, a new
report predicts.
 

Read More +
 

 

Controls system from Moog chosen
by L3Harris to equip Special Ops
aircraft
LISA DAIGLE, ASSISTANT MANAGING EDITOR
 

Moog Inc. announced that L3Harris Technologies chose
its Moog Space and Defense segment to provide a
weapon Stores Management System (SMS) in support of
the U.S. Special Operations Command (USSOCOM)
Armed Overwatch Program.
 

Read More +
 

 

 

SPONSORED WHITE PAPER

Sustainability and Climate-Neutral
Aviation: What will it take for the
aviation industry to achieve carbon
neutrality by 2050?
SIEMENS 
 

This white paper reviews the technical and
environmental differences between jet engines powered
by kerosene and some of today’s leading alternative
propulsion systems. It continues to explore how these
factors are transforming the design of next-generation
aircraft and the aviation supply chain as we know it.
 

Read More +
 

 

 

SPONSORED WHITE PAPER

Reimagining Aircraft Configurations
for the New Age of Hydrogen-Powered
Flight: How Hydrogen-Powered Jet
Engines Are Fueling Sustainable
Aircraft Design Innovation
SIEMENS 
 

This white paper examines the challenges facing
aerospace engineers designing sustainable aircraft. It
specifically investigates the use of hydrogen-powered jet
engines and hydrogen fuel cell technology in driving
next-generation propulsion systems and their
implications on surrounding subsystems culminating in
the need to entirely reimagine aircraft configurations.
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Empower sustainable aviation with digital twins
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